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QUANTUM KEY DISTRIBUTION BASED ON CONFERENCE
KEY AGREEMENT
DONG PYO CHI, SORA CHOI, AND SOOJOON LEE
Abstract. Applying multipartite entanglement purification protocol, we present
a quantum key distribution protocol between two parties based on conference
key agreement (or quantum secret sharing of classical secrets) as a generalization of quantum key distribution between two persons. We analyze the
security of the protocol against an external eavesdropper and some dishonest
members in two parties.

1. Introduction
Quantum mechanics provides us with new cryptosystems, quantum key distribution (QKD), which makes two parties share secret key strings. In 1984, the first
protocol, called BB84, was introduced by Bennett and Brassard [1], and then Ekert presented the protocol using entangled particles in 1991 [7]. Ekert’s protocol
was modified by Bennett, Brassard, and Mermin and we call the modified protocol
EPR protocol [2]. Hillery, Bužek, and Berthiaume provided a protocol for classical
secret sharing schemes [8]. Using the secret sharing protocol, the QKD protocol
between two parties that consist of several members, was constructed by Choi, Kim
and Chi as a generalization of EPR protocol [5]. This protocol exploits n-particle
entangled states, and in order to restore secret keys distributed among all members
and in order to obtain secret key in each party, the whole members’ approval are
absolutely necessary.
On the other hand, being unconnected with development of QKD schemes, the
analysis of the security has been advanced. In General, it has been spread widely
that the security of QKD schemes have been guaranteed from the fundamental
laws of quantum mechanics. However, in these years, the unconditional security
of the modified BB84 was proved by Mayer [10], and Lo and Chau [11]. This
unconditional security means that the protocol is secure for all kinds of attacks
allowed by quantum mechanics. Since then, Shor and Preskill [12] gave the succinct
and elegant proof of the BB84 scheme, using the Calderbank-Shor-Steane code [6].
Furthermore, in several aspects of QKD schemes, the security has been analyzed
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[13]. As such a flow, in order to present a QKD scheme, its security analysis should
be required as an essential part. However, the protocol presented by Choi et. al
was analyzed only for an intercept/resend strategy.
In this paper, we use the entanglement distillation of two particles state and make
n-particle entangled state shared among all members. By means of the process, we
construct a modification of the protocol of Choi et. al, show the unconditional
security against an external eavesdropper, and analyze some dishonest members in
two parties.
This paper is organized as follows: In Section 2, we review some properties of
several cat states and the entanglement distillation of two particles entangled state.
The modified QKD protocol is presented in Section 3. We analyze the security for
the protocol in Section 4.
2. Properties of entanglement states
¯ ®
¯ ®
For a positive integer j, we define ¯Φ±
and ¯Ψ±
by
j
j

(1)

¯ ±®
¡¯ ® ¯ ®¢
¯Φ = √1 ¯0j ± ¯1j ,
j
2
¯ ±®
¯ ®¢
¡¯ ®
1
¯Ψ = √ ¯0j ± ι¯1j ,
j
2

where |0i and |1i are the spin-up and spin-down in the z-direction respectively, and
√
ι = −1. Then we can readily obtain the following decomposition relations [5]:
For positive integers n and m satisfying n > m,

(2)

¯ ±®
¡¯ ®¯ ± ® ¯ − ®¯ ∓ ®¢
¯Φn = √1 ¯Φ+
¯
¯
¯
m Φn−m + Φm Φn−m
2
®¯ ∓ ® ¯ − ®¯ ± ®¢
1 ¡¯
¯
¯
¯
= √ ¯Ψ+
,
m Ψn−m + Ψm Ψn−m
2
¯ ±®
¡¯ ®¯ ± ® ¯ − ®¯ ∓ ®¢
¯
¯
¯
¯Ψn = √1 ¯Φ+
m Ψn−m + Φm Ψn−m
2
®¯ ± ® ¯ − ®¯ ∓ ®¢
1 ¡¯
¯
¯
¯
= √ ¯Ψ+
.
m Φn−m + Ψm Φn−m
2

We consider the case that each member of two parties A and B, consisting of
m and n − m users respectively, possesses one particle of an n-particle state |Φ±
n i,
and that each member measures one’s own particle in the x- or y-direction. For a
party P (with l members), let NP be the number (modulo 4) of members of P who
measure in the y-direction, N̄P = bNP /2c, and MP the sum (modulo 2) of the
measurement outcomes of all members in P . It is then straightforward to obtain
the following properties
(2): If NP is even, then MP ⊕ N̄P is zero (or one)
¯ ® from
¯ −Eq.
®
¯Φ ), where ⊕ is the addition modulo 2. If NP is odd,
when they share ¯Φ+
(or
l
l
¯ ®
¯ ®
(or ¯Ψ−
then MP ⊕ N̄P is zero (or one) when P has the state ¯Ψ+
l ). Hence, we
l
get the relations between outcomes of two parties as in the Table 1, respectively.
It follows from these relations that the QKD between any kinds of two parties is
feasible if they share the multi-particle entangled states such as |Φ+
n i [5].
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A
B
NA ⊕ NB NA N̄A ⊕ MA NB N̄B ⊕ MB
0
0
even
even
1
1
|Φ+
even
ni
0
1
odd
odd
1
0
Table 1. The relations between the measurement outcomes of two
parties A and B.

From now we review the entanglement distillation protocol presented by Bennett,
Divincenzo, Smolin, and Wootters [4]. General two-particle mixed state M has
a property to be turned into the Werner state WF by irreversible preprocessing
operators, called random bilateral rotation [3] or twirl, and the Werner state can
be regarded as classical mixture of four Bell states. Utilizing this properties, they
presented a couple of methods. Here, we introduce a one-way hashing method to
distill m states from n states. This method uses Bilateral XOR operation and
several local operation on the corresponding pair, and starts from the assumption
that all states have the type of the Werner state. Before the first round, the Bell
sequence x0 is distributed according to a a priori probability distribution Px0 , being
a product of n identical independent distribution. In k + 1 round Alice and Bob
obtain n − k impure pairs of unknown Bell states represented by 2(n − k) bit string
xk . Alice then chooses 2(n − k) bit string sk and let Bob know it. Alice and
Bob take local unitary operations and measure one pair to determine sk · xk . The
unmeasured n − k − 1 pairs consist of the Bell states represented by 2(n − k) − 2
bit string xk+1 = fsk (xk ). From the repetition of this step, we can share the states
to be very close to maximally entangled state.
3. Protocols
3.1. Protocol.

¯ ®
(1) The i-th member in each group transmits a particle of Bell state ¯Φ+
to
2
the (i + 1)-member. They share sufficiently many states.
(2) They performs entanglement purification protocol to obtain the state ρi0 ,i+1
sufficiently close to Bell state (10 ≡ 1).
For each i they get performance of the above steps.
(3) The second member in each group performs CNOT operation on states ρ1,2
and ρ20 ,3 as source system 20 and target system 2. After measurement on
system 20 , the second member takes suitable local operator according to the
measurement result so that first,
¯ ®second, and third member share the state
ρ1,2,3 to be close to cat state ¯Φ+
3 . And than the third member carries out
on state ρ1,2,3 and¯ ρ30 ,4 as source system 30 and target system 3 to obtain
®
the state close to ¯Φ+
4 . From these performance continuously all members
in each group get the state close to |Φ+
n i.
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(4) Each members in each group randomly takes a measurement on his own
particle either in the x- or y-direction, respectively.
(5) Each member in the two groups announces the basis he used through the
public channel, but not the result he obtained. The two groups, A and B,
obtain NA and NB , respectively. We call the member who finally announces
the basis in each group the ‘last member’.
(6) Two groups, A and B, collect the outcomes to obtain MA and MB , respectively, and then obtain the shared bit MA ⊕ N̄A and MB ⊕ N̄B , respectively.
In order to obtain the key bit strings, the two groups should repeat the
above steps a sufficient number of times.
(7) The two groups have a public discussion on a set of bits used to detect
existence of dishonest members. For the test bits, the collectors announce
MA or MB , respectively.
With a set of test bits, the two groups make independently a test so that
honest members get correct key string and if they cannot do it, they notice
such thing.
If errors is not enough small, all shared keys should be discarded, and
the two groups should go back to Step 1. Otherwise, they obtain secret key
strings.
We suggest a method of obtaining MA (or MB ). Here, we consider the first
member as a collector and all operations are module 2. The collector chooses a
random bit ‘R’, adds it to his outcome, and sends the result to the second member.
The second member adds his own outcome to the received one, and then gives it
to the next member. This procedure is continued until the collector receives MA
(or MB ) ⊕R. After that, the collector finally takes MA (or MB ), which is MA
(or MB ) ⊕R ⊕ R.
If each member plays a role of the collector in rotation, all secret key string
should be divided among all members with the same portion. If without rotation
just one member always plays the collector, the protocol may be similar to the EPR
protocol. However, even in such a case it is not the same as the EPR protocol in the
aspect of requiring all members’ approval. For instance, a message from another
group is never decrypted without all members’ agreement.
4. Analysis of Security
Firstly, we discuss that when there are some members who behave wrong if two
groups, particularly the collectors, have the faulty key strings then they can notice
it from the test.
We think over all members’ behavior except the collector’s one. Because MA (or
MB ) is possessed by just a collector, any member except the collector cannot know
it and hence cannot notice the shared bit. While some members are having behavior
wrong, they cannot perceive what is the key bit made by their actions. Moreover,
before the test step they cannot perceive if errors will be detected in the test step
and what are the bit stings used to test. Hence, if the honest members have key
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string wrong then they can certainly notice it by finding errors from sufficiently
many test bits.
Let us consider the security of the protocol against eavesdropper. After Step 3
the state to be shared by all members is close to cat state |Φ+
n i as shown, i.e the
fidelity of the state and |Φ+
i
is
more
than
1
−
ε
for
sufficiently
small ε. Here we
n
use the Lo-Chau result [11] that if every members share a state having a fidelity
⊗t
exponentially close to 1 with |Φ+
then Eve’s mutual information with the key
ni
is at most exponentially small. From this fact we can obtain that Eve’s mutual
information about the secret key of group A and B is sufficiently small. Hence the
protocol is secure against eavesdropper.
We will show that after Step 3 the state to be shared by all members is close to
cat state |Φ+
n i.
We consider the operation CN OTs,t (⊗ni=1 |αi i) = ⊗ni=1 |βi i defined in the following: |βi i = |αs ⊕ αt i if i = s, and |βi i = |αi i if i 6= s where αi and βi stand for the
binary variable in {0,1}.
We assume ρi0 ,i+1 = ρj 0 ,j+1 , called ρ, for each i and j, because in Step 2 we can do
it using LOCC (local operation and classical communication). For
state, called
¯ the
® + ¯
¯
ρn , to be shared among all members after Step 3 we show if F (ρij , ¯Φ+
Φ
2
2 ) ≥ 1−ε
+
+
2
than the fidelity F (ρn , |Φn ihΦn |) is not less than 1 − (n − 1) ε, where the fidelity
F of X and Y is defined by
´2
³p
X 1/2 Y X 1/2 .
(3)
F (X, Y ) = tr
In Step 3, we consider the ith member obtains the state |ai i after measurement
on system i0 where ai is the binary variable in {0,1}. In the case, ρn can be expressed
as following:
X
ρn =
P (a2 , a3 , · · · , an−1 )
a2 ,a3 ,··· ,an−1

(I1 ⊗ σxa2 ⊗ · · · ⊗ σxan−1 )σ(a2 , · · · , an−1 )(I1 ⊗ σxa2 ⊗ · · · ⊗ σxan−1 ),
where P (a2 , a3 , · · · , an−1 ) is the probability that all members except the first member and the nth member obtain the states |a2 i20 , |a3 i30 , · · · , |an−1 in−10 , respectively, as the result of measurement, and the state σ(a2 , · · · , an−1 ) is the state
shared among all members in the same case.
First of all, we define |φi i in the following:
|φ0 i ≡ |φ+ i ≡ 12 (|00i + |11i)
|φ1 i ≡ (I ⊗ σ1 )|φ+ i ≡ |ψ + i ≡ 21 (|01i + |10i)
|φ2 i ≡ (I ⊗ σ2 )|φ+ i ≡ i|ψ − i ≡ 12 (|01i − |10i)
|φ3 i ≡ (I ⊗ σ3 )|φ+ i ≡ |φ− i ≡ 21 (|00i + |11i),
where σ0 ≡ I, σ1 ≡ σx , σ2 ≡ σy , and σ3 ≡ σz .
We use the induction on n (n ≤ 3). For n = 3, each state ρ is represented as
P3
P
∗
i,j=0 aij |φi ihφj | where a00 = 1 − ε,
i,j aij = 1, and aij = aji for each i, j. Then
P3
ρ = i,j=0 aij (I ⊗ σi )|φ+ ihφ+ |(I ⊗ σj ). We can describe ρ2,1 and ρ20 ,3 by the same
expression of ρ.
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After performance of CN OT2,20 operation on ρ21 ⊗ ρ20 ,3 we obtain
1
N0

σ(0)3,1,2 =

3
X

¯ ® + ¯
aij akl (I ⊗ σi ⊗ σk )¯Φ+
Φ3 ¯(I ⊗ σj ⊗ σl ),
3

i,j,k,l=0

and
(I ⊗ I ⊗ σ1 )σ(1)3,1,2 (I ⊗ I ⊗ σk )
=

1
N1

3
X

¯ ® + ¯
aij akl (I ⊗ σi ⊗ σ1 σk σ1 )¯Φ+
Φ3 ¯(I ⊗ σj ⊗ σ1 σl σ1 ),
3

i,j,k,l=0

where N0 and N1 are normalization factors of σ(0) and σ(1), respectively. Hence,
ρ3,1,2 =

3
X

¯ ® + ¯
£
aij akl (I ⊗ σi ⊗ σk )¯Φ+
Φ3 ¯(I ⊗ σj ⊗ σl )
3

i,j,k,l=0

¯ ® + ¯
¤
+(I ⊗ σi ⊗ σ1 σk σ1 )¯Φ+
Φ3 ¯(I ⊗ σj ⊗ σ1 σl σ1 ) .
3
√
√
Since a11 + a22 + a33 = ε, |=(a03 )| ≤ a00 · a330 , |<(a03 )| ≤ a00 · a330 , and
<(a203 ) = <(a03 )2 − =(a03 )2 ,
¯ ®
 +¯
2
2
2
Φ3 ¯ρ2,10 ,3 ¯Φ+
3 = a00 + a33 − 2a00 · a33 = (a00 − a03 ) ≥ 1 − 4ε
We suppose that the above fact is hold on n − 1.
For each i (0 ≤ i ≤ 2n − 1), there is a binary expression (i1 , · · · , in−1 ).
¯
® + ¯
¯
Aij (I ⊗ Si )¯Φ+
n−1 Φn−1 (I ⊗ Sj )
¯
® ¯ + ®
¯
where A00 ≥ 1−(n−2)2 ε, and A11 +· · ·+A(n−1)(n−1) ≤ ε. Here, ¯φn−1
0 ¯ = Φn−1 ,
®
i
i
n−2
n−1
+
and Si ’s are of the form σxi1 ⊗ σxi2 ⊗ · · · ⊗ σx
⊗ σz . So (I ⊗ Si )¯Φn−1 ’s are
orthonormal bases on Cn−1 .
We take CN OTn−1,n−10 operation on ρn−1,1,··· ,n−2 ⊗ ρn−10 ,n . Then
ρn−1,1,··· ,n−2 =

P

ρn,1,··· ,n−1 =

i,j

Aij |φi ihφi | =

n
2X
−1

P

i,j

¯ ® + ¯
£
Aij akl (I ⊗ Si ⊗ σk )¯Φ+
Φ3 ¯(I ⊗ Sj ⊗ σl )
3

i,j,k,l=0

¯ ® + ¯
¤
+(I ⊗ Si ⊗ σ1 σk σ1 )¯Φ+
Φ3 ¯(I ⊗ Sj ⊗ σ1 σl σ1 ) ,
3

and than



¯
¯ +®
¯
¯
Φ+
n ρn,1,··· ,n−1 Φn

= A00 a00 + A11 a33 + A01 a03 + A10 a30
1

1

≥ ((A00 a00 ) 2 − (A11 a33 ) 2 )2
≥ 1 − (N − 1)2 ε.
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