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SECURE QUANTUM COMMUNICATION FOR SECRET
SHARING
DONG PYO CHI, SORA CHOI, JAEWAN KIM, AND SOOJOON LEE
Abstract. In this paper, we present a protocol in which two or more parties
can share multipartite entanglement over noisy quantum channels. Applying
this protocol to the quantum communication between several partners, we
prove that the quantum communication for secret sharing is secure against all
kinds of exterior eavesdropping.

1. Introduction
During the last two decades, the theories on quantum communication protocols,
such as quantum key distribution (QKD) [1, 2, 9] and quantum teleportation [3],
have considerably been developed, and have improved quantum information sciences. Furthermore, quantum communication has almost attained to the practical
stage.
A lot of quantum communication protocols [1, 2, 3, 9, 10] require perfect quantum
channels, which can conventionally be obtained from entangled particles shared
between two or more parties, even though quantum channels are typically noisy.
Thus, in order to succeed in a faithful quantum communication via a noisy channel,
first of all we should find a process to share a nearly perfect entangled state in a
given situation by means of local quantum operations and classical communication
(LOCC), which are allowed to perform in quantum communication. The process
is called the entanglement purification, which have been studied in several ways [4,
5, 6, 12, 16, 18]. In particular, quantum error correcting codes are closely related
with entanglement purification protocols [5, 6, 16].
The entanglement purification protocols can provide us with the proofs of the
security for quantum communications as well as faithful quantum communications.
In this paper, we show that multipartite entanglements can faithfully be shared
between two or more parties by the entanglement purification [15], and also show
that the quantum communication for secret sharing, proposed by Hillery et al. [10],
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Table 1. The effects of Alice’s and Bob’s measurements on Charlie’s state: Alice’s and Bob’s measurements are given in the
columns and in the rows, respectively. Charlie’s state, up to normalization, appears in the boxes.
Alice
+x
−x
+y
+x |0i + |1i |0i − |1i |0i − ι|1i
Bob −x |0i − |1i |0i + |1i |0i + ι|1i
+y |0i − ι|1i |0i + ι|1i |0i − |1i
−y |0i + ι|1i |0i − ι|1i |0i + |1i

−y
|0i + ι|1i
|0i − ι|1i
|0i + |1i
|0i − |1i

is secure against all kinds of exterior eavesdropping by the faithful sharing of multipartite entanglement.
2. Quantum communication protocol for secret sharing
In this section, we briefly review the quantum communication protocol for secret
sharing suggested by Hillery et al. [10]. Since the three-party quantum communication can easily be generalized to the multiparty case, we consider only the
three-party case in this paper.
Let us suppose that Alice, Bob, and Charlie each have one particle from a
Greenberger-Horne-Zeilinger(GHZ) triplet [11] which is in the state
1
(2.1)
|GHZi = √ (|000i + |111i).
2
They randomly measure their particles in the x or y direction, respectively. Then
they publicly announce the direction of their own measurement, but not their results. If the number of measurements in the y direction is even, then they can share
bit strings with some kinds of correlations.
Now we show how this works in more detail. Define the x and y eigenstates
1
1
|+xi = √ (|0i + |1i);
|+yi = √ (|0i + ι|1i);
2
2
1
1
(2.2)
|−xi = √ (|0i − |1i);
|−yi = √ (|0i − ι|1i),
2
2
√
√
√
where ι = −1. Since |0i = (|+xi + |−xi)/ 2 and |1i = (|+xi − |−xi)/ 2, we
can write
1
|GHZi = √ [(|+xiA |+xiB + |−xiA |−xiB )(|0iC + |1iC )
2 2
(2.3)
+ (|+xiA |−xiB + |−xiA |+xiB )(|0iC − |1iC )] .
From the decompositions of |GHZi such as Eq. (2.3), we can obtain the correlations
in Table 1.
As seen in Table 1, it can readily be shown that if the number of measurements
in the y direction is totally even then the measurement results of any two of them
and the other one are correlated or anti-correlated, and hence, any two of them
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can obtain the other one’s result from their own results. Therefore, Alice, Bob,
and Charlie can perform a classical secret sharing, using their bit strings shared by
means of the above protocol.
3. Three lemmas
3.1. Shor-Preskill’s entanglement purification protocol. We now review the
entanglement purification protocol presented by Shor and Preskill [16]. The protocol exploits the Calderbank-Shor-Steane (CSS) code [7], one of the representative
quantum error-correcting codes, and has a merit that one can check the fidelity of
the finally shared channel with a perfect quantum channel before completing the
protocol, since the protocol was originally constructed in order to prove the security
of the QKD protocol proposed by Bennett and Brassard [1]. Thus, if two parties
successfully pass the checking procedure in the protocol, then they can share nearly
perfect bipartite entanglements with high probability.
We consider the CSS code of C1 over C2 , which encodes m-qubits in n-qubits
and can correct up to t errors, where C1 and C2 are classical linear codes such that
(3.1)

{0} ⊂ C2 ⊂ C1 ⊂ Zn2 .

The entanglement purification protocol based on the CSS code is as follows: (1) Alice creates 2n Einstein-Podolski-Rosen (EPR) pairs in the state (|φ+ ihφ+ |)⊗2n ,
where
¯ +®
¯φ = √1 (|0i|0i + |1i|1i)
(3.2)
2
is one of Bell states. (2) Alice selects a random 2n-bit string b, and performs
a Hadamard transform on the second qubit of each EPR pair for which b is 1.
(3) Alice sends the second qubit of each EPR pair to Bob. (4) Bob receives the
qubits and publicly announces this fact. (5) Alice selects n of the 2n encoded EPR
pairs to serve as check bits to test for noises. (6) Alice announces the bit string b,
and which n EPR pairs are to be check bits. (7) Bob performs Hadamards on the
qubits where b is 1. (8) Alice and Bob each measure their qubits of the n check EPR
pairs in the |0i, |1i basis and share the results. If more than t of these measurements
disagree, they abort the protocol. (9) Alice and Bob make the measurements on
[r]
[r]
their code qubits of σz for each row r ∈ H1 and σx for each row r ∈ H2 . Alice
and Bob share the results, compute the syndromes for bit and phase flips, and then
transform their state so as to obtain m nearly perfect EPR pairs.
[r]
Here, σa is defined by
(3.3)

σa[r] = σar1 ⊗ σar2 ⊗ · · · σarn

for a Pauli matrix σa , a ∈ {x, z} and a binary vector r = (r1 , r2 , . . . , rn ), and H1
and H2 are parity check matrices for C1 and C2⊥ respectively. We then obtain the
following lemma.
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Lemma 3.1 (Shor-Preskill). There exists an entanglement purification protocol
between two parties, Alice and Bob, in which if they have greater than an exponentially small probability of passing the test then the fidelity of Alice and Bob’s state
ρAB with (|φ+ ihφ+ |)⊗m is exponentially close to 1.
Here, the fidelity F of σ with τ is defined by
³p
´2
(3.4)
F (σ, τ ) = tr
σ 1/2 τ σ 1/2 ,
and we then note that
³
¯ ®⊗m
¡¯ ® ¯¢⊗m ´  + ¯⊗m
(3.5)
F ρAB , ¯φ+ φ+ ¯
= φ ¯ ρAB ¯φ+
.
3.2. Isotropic states. In this paper, we are going to prove the following theorem
by exploiting some appropriate LOCC and nearly perfect bipartite entangled states
obtained from the entanglement purification protocol in Lemma 3.1.
Let
d−1
X
¯ +®
¯Φ = √1
|ji|ji
d
d j=0

(3.6)

¯ ®
+
be one of d-dimensional generalized Bell states. We remark that ¯Φ+
2 = |φ i and
m
that when d = 2
¯ +®
¯ ®⊗m
1 X
¯Φ
(3.7)
|jiA |jiB = ¯φ+ AB .
d AB = √ m
2 j∈Zm
2

We now consider a one-parameter class of states in d⊗d quantum systems, called
the isotropic states [12],
¯ ® + ¯¢
¯ ® + ¯
1−F ¡
I ⊗ I − ¯Φ+
Φd ¯ + F ¯Φ+
Φd ¯
d
d
2
d −1
d2 F − 1 ¯¯ + ® + ¯¯
d2 (1 − F ) I ⊗ I
+ 2
Φd Φd ,
= 2
2
d −1
d
d −1

ρF =
(3.8)

+
with F = hΦ+
d |ρF |Φd i. The isotropic states ρF have an important property that
ρF is separable if and only if ρF has positive partial transposition if and only
if 0 ≤ F ≤ 1/d [12], and furthermore several measures of entanglement for the
isotropic states can be calculated by the explicit formulas [17]. Let Tiso be the
(U ⊗ U ∗ )-twirling operator defined by
Z
(3.9)
Tiso (ρ) = dU (U ⊗ U ∗ )ρ(U ⊗ U ∗ )† ,

where dU denotes the standard Haar measure on the group of all d × d unitary
operations. Then the operator
satisfies the following two properties: Tiso (ρ) =
 ¯ ¯ +®
¯ρ ¯Φ
for
any state ρ in a d ⊗ d quantum system, and
ρF (ρ) with F (ρ) = Φ+
d
d
Tiso (ρF ) = ρF . We note that Tiso can be implemented by means of LOCC [8].
Employing the isotropic states ρF and the twirling operator Tiso , we readily obtain
the following lemma which has essentially originated from the results in [12].
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Lemma 3.2. Suppose that Alice and Bob share a state ρAB in d ⊗ d quantum
system, HA ⊗ HB , such that
¯ ®
 +¯
(3.10)
Φ ¯ρAB ¯Φ+ ≥ 1 − ε
d

d

for some ε > 0. Then Alice can teleport any pure state |ψi in HA to Bob in the
state ρ|ψi satisfying
(3.11)

hψ|ρ|ψi |ψi ≥ 1 −

d
ε,
d+1

by means of LOCC.
Proof. First, Alice and Bob transform ρAB to an isotropic state ρF by employing
the LOCC
can implement the (U ⊗ U ∗ )-twirling operator Tiso , where F =
¯ which
 +¯
®
+
¯
¯
Φd ρAB Φd ≥ 1 − ε. Then Alice teleport a given state |ψi to Bob via ρF , using
the standard quantum teleportation scheme. Let ρ|ψi be Bob’s final
state. ¯Since
¯ +
®
¯
¯
the scheme produces the fidelity 1 via a maximally entangled state Φd Φ+
d and
2
the fidelity 1/d via the maximally mixed state I ⊗ I/d , it follows from Eq. (3.8)
that
(3.12)

hψ|ρ|ψi |ψi =

Fd + 1
d
d(1 − F ) d2 F − 1
+ 2
=
≥1−
ε.
2
d −1
d −1
d+1
d+1

This completes the proof.

¤

3.3. Partial quantum operation. The final lemma is a generalization of Theorem 5.3 in [13] into d-dimensional quantum systems.
Lemma 3.3. Let E be a quantum operation on a d-dimensional quantum system
HA , and |Ψi ∈ HA ⊗HR a purification of a state ρA on HA , where HR is a reference
system such that trR (|ΨihΨ|) = ρA . Suppose that there is ε > 0 such that
(3.13)

hψ|E(|ψihψ|)|ψi ≥ 1 − ε

for all |ψi in the support of ρA . Then
(3.14)

µ
¶
hΨ| [(E ⊗ IR ) (|ΨihΨ|)] |Ψi ≥ 1 − 1 + d0 · max{pj pk } ε,
j6=k

√

where d0 is the Schmidt number of |Ψi and pj are the Schmidt coefficients of |Ψi
with respect to the bipartite quantum system HA ⊗ HR .
Proof. By the Schmidt decomposition theorem, |Ψi can be written as
(3.15)

|Ψi =

d−1
X
√

pj |ψj i ⊗ |φj i ∈ HA ⊗ HR

j=0

with pj ≥ 0 and mutually orthogonal |ψj i’s in HA , and it clearly follows that
(3.16)

ρA =

d−1
X
j=0

pj |ψj ihψj |.
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Then the left-hand side in Eq. (3.14) becomes
d−1 X
X

(3.17)

pj pk hψj |Eµ |ψj ihψk |Eµ† |ψk i,

j,k=0 µ

where E(σ) =

P
µ

(3.18)

Eµ σEµ† is the Kraus operator-sum representation of E with
X
Eµ† Eµ = I.
µ

For 0 ≤ θ ≤ 2π, we let
(3.19)

|ψθ i =

d−1
X

√
(eιθ )qj pj |ψj i

j=0

√

Pj−1
where ι = −1 and qj are inductively defined by q0 = 0 and qj = l=0 ql + 1 for
j ≥ 1, that is, qj = 2j−1 for j ≥ 1. Then it follows from Eq. (3.13) that
1 − ε ≤hψθ |E(|ψθ ihψθ |)|ψθ i
(3.20)

d−1
X

=

X
√
(eιθ )qj −qj0 +qk −qk0 pj pj 0 pk pk0 hψj 0 |Eµ |ψk ihψk0 |Eµ† |ψj i,

j,j 0 ,k,k0 =0 µ

for any 0 ≤ θ ≤ 2π. Averaging uniformly the last equation in the inequality (3.20)
over all values of θ, from Eq. (3.17) we obtain the following inequality:
1−ε≤

d−1 X
X

pj pk hψj |Eµ |ψj ihψk |Eµ† |ψk i +

j,k=0 µ

XX
j6=k µ

(3.21) ≤hΨ| [(E ⊗ IR ) (|ΨihΨ|)] |Ψi + max{pj pk }
j6=k

We note that
(3.22)

pj pk hψj |Eµ |ψk ihψk |Eµ† |ψj i

X

XX

hψj |Eµ |ψk ihψk |Eµ† |ψj i.

j6=k µ

hψk |Eµ |ψk ihψk |Eµ† |ψk i ≥ 1 − ε,

µ

by Eq. (3.13) in the assumption of the lemma. Since it follows from Eq. (3.18) that
for any k
(3.23)

d−1 X
X

hψj |Eµ |ψk ihψk |Eµ† |ψj i = 1,

j=0 µ

we get the following inequality:
XX
hψj |Eµ |ψk ihψk |Eµ† |ψj i ≤ d0 ε.
(3.24)
j6=k µ

Hence, from the inequalities (3.21) and (3.24) we obtain the inequality (3.14).
Therefore, the proof is completed.
¤
We remark that since pj pk ≤ 1/4 for all j 6= k
(3.25)

hΨ| [(E ⊗ IR ) (|ΨihΨ|)] |Ψi ≥ 1 −

d0 + 4
ε,
4
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and that if ρA = I/d, that is, |Ψi is a pure maximally entangled state in a ddimensional quantum system then the right-hand side in the inequality (3.14) becomes
d+1
(3.26)
1−
ε,
d
and hence with the result of Lemma 3.2, we readily obtain the following corollary.
Corollary 3.4. Suppose that Alice and Bob share a state ρAB in d ⊗ d quantum
system, HA ⊗ HB , such that
¯ ®
 +¯
(3.27)
Φd ¯ρAB ¯Φ+
d ≥ 1 − ε,
¯ +®
Alice prepares another state ¯Φd , and that Alice teleport the second half of
¯that
®
¯Φ+ to Bob via ρAB . Then the state which they finally share has the fidelity not
d
¯ ®
less than 1 − ε with ¯Φ+
d .
4. Main results
Theorem 4.1. A given multipartite entanglement can faithfully be shared between
two parties over noisy quantum channels.
Proof. For N > m, we let |Ψi ∈ HA ⊗ HA0 be an N -qubit state which Alice and
Bob want to share in the way that Alice and Bob possess N − m and m particles,
respectively, where HA is an m-qubit system, and let ρA = trA0 |ΨihΨ|.
The protocol in which Alice and Bob can faithfully share |Ψi is as follows: (1) Alice and Bob perform the entanglement purification protocol in Lemma 3.1, so that
they can share nearly perfect states. (2) Alice and Bob transform the shared state
to an isotropic state by means of LOCC. (3) Alice prepares the state |Ψi, and
then they perform the standard teleportation scheme on m particles of |Ψi via the
isotropic state.
We now show that the above protocol can guarantee the faithful sharing of |Ψi.
By Lemma 3.1, Alice and Bob can share 2m-qubit state ρAB such that
¯
 + ¯
®
(4.1)
Φ2m ¯ρAB ¯Φ+
2m ≥ 1 − ε
for some sufficiently small ε > 0. Thus, it follows from Lemma 3.2 that Alice can
teleport any m-qubit pure state |ψi to Bob in the state ρ|ψi satisfying
(4.2)

hψ|ρ|ψi |ψi ≥ 1 −

2m
ε
2m + 1

¯
¯ + ®

¯
¯
by transforming ρAB to an isotropic state ρF with F = Φ+
2m ρAB Φ2m .
Since all pure states in the support of ρA clearly satisfy the inequality (4.2), by
Lemma 3.2 and Lemma 3.3, we conclude that
µ
¶
2m
0
(4.3)
hΨ| [(E ⊗ IA ) (|ΨihΨ|)] |Ψi ≥ 1 − m
1 + d0 · max{pj pk } ε,
j6=k
2 +1
where E is the quantum operation representing the standard teleportation via ρF ,
√
and d0 is the Schmidt number of |Ψi and pj the Schmidt coefficients of |Ψi with
respect to a given bipartite system HA ⊗ HA0 . Therefore, since ε is sufficiently
small, the proof of Theorem 4.1 is completed.
¤
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We remark that the right-hand side in the inequality (4.3) is not less than
(4.4)

1−

2m (d0 + 4)
ε,
4(2m + 1)

by the inequality (3.25).
Since more than two parties can share a multipartite entanglement by sequentially executing the protocol for two parties, we immediately obtain the following
corollary.
Corollary 4.2. Several parties can faithfully share a given multipartite entanglement over noisy quantum channels.
We now need a result of Lo and Chau [14] as the following.
Lemma
(Lo-Chau). If Alice and Bob share a state having a fidelity 1 − 2−s
¯ + 4.3
®
⊗m
¯
with Φ2m = |φ+ i , then Eve’s mutual information with the key is at most
−c
O(−2s)
2 +2
, where c = s − log2 (2m + s + log2 e).
We remark that m copies of a GHZ state can be expressed as
m

(4.5)

⊗m
|GHZiABC

2 −1
1 X
=√
|jiA |jiB |jiC .
2m j=0

Thus, by Lemma 4.3, we can readily obtain the following lemma.
Lemma 4.4. If Alice, Bob, and Charlie share a state having a fidelity 1 − 2−s with
⊗m
|GHZi , then Eve’s mutual information with the key is at most 2−c + 2O(−2s) ,
where c = s − log2 (2m + s + log2 e).
Furthermore, this result can easily be generalized to the multipartite case. Thus,
we can directly notice that if every members share a state having a¯ fidelity¯ exponen®
® √
tially close to 1 with copies of generalized GHZ states, such as (¯0N + ¯1N )/ 2,
then Eve’s mutual information with the key is at most exponentially small. Therefore, by Corollary 4.2, we obtain the following theorem.
Theorem 4.5. The quantum communication protocol for secret sharing is secure
against all kinds of exterior eavesdropping.
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